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       Police Disrupt Banking Malware Botnet 

Police in Europe say they've disrupted a botnet that has been serving up worldwide infections of 

the banking malware known as Ramnit. This new takedown operation was launched by Europol - 

the association of European police agencies - after Microsoft warned officials in Europe. This 

malware effectively gives criminals a back door so they can take control of the computer, access 

images, passwords or personal data and even use it to circulate further spam messages or launch 

illegal attacks on other websites. 

http://www.bankinfosecurity.com/police-disrupt-banking-malware-botnet-a-7947?rf=2015-02-
25-eb 

 

Visa and MasterCard report strong bank uptake for HCE-based mobile payments 

A year ago Visa and MasterCard both announced support for HCE (Host Card Emulation), a cloud-

based mechanism for hosting NFC applications outside the Secure Element that effectively 

removes the need for bank reliance on telecom companies in implementing mobile payments. 

Since then, both card giants are claiming significant interest in the technology with HCE-based 

projects underway in 15 countries, with pilots taking place in Australia, Canada, Russia, US and 

many European nations. 

http://www.finextra.com/news/fullstory.aspx?newsitemid=27050 

 

Hackers Steal Trading Algorithms 

Hackers have been stealing secret algorithms and tactics used by hedge funds and high-frequency 

trading firms and which are the lifeblood of a financial firm. By stealing firms' secret algorithms, 

attackers could attempt to extort the firms into buying them back again, or else risk news of the 

theft becoming public, which might cause customers to panic. 

 This isn't the first time that warnings have come about. Sometime earlier, a Chinese national Kang 

Gao pleaded guilty to stealing documents from his former employer at a Manhattan-based 

international hedge fund firm. Targeted algorithm attacks are a reminder that attackers will target 

any intellectual property that they believe can sell.  

http://www.bankinfosecurity.com/hackers-steal-trading-algorithms-a-7949 
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Halifax trials heartbeat authentication for mobile banking security 

Halifax, the high street bank owned by Lloyds Banking Group, has trialled technology which uses 
a customer's heartbeat as security authentication for its digital financial services. The use of 
electrocardiograms (ECG) provides strong protection against intrusions and falsification, and 
which could potentially bring major benefits to customers. With increased use of mobile as a way 
of accessing banking, financial institutes are looking at deploying new technologies to ensure 
security of the customers. 

http://www.computing.co.uk/ctg/news/2399790/halifax-trials-heartbeat-authentication-for-
mobile-banking-security 

       China clamps down on banking security 

The Chinese government is pressuring the country’s banks to buy what it calls “secure and 
controllable” IT equipment. The foreign banks operating in the country have expressed their 
concerns but the government has set a four year time plan to put aside 75% of IT equipment to 
meet the criteria.  

http://www.treasuryinsider.com/2015/03/16/china-clamps-down-on-banking-security/ 

The government could have made such a regulation to boost domestic market or larger objective 
could be to keep track but is against the practice of free market and possibly could affect the 
trade negotiations with the EU and US over bilateral investment treaties. 

Key takeaways from the 2015 Data Breach Investigations Report (DBIR) (Financial services 
perspective) 

 With over 642 known security incidents, financial services sector continue to be on the 
radar of cybercriminals 

 Financial services sector grapples with an average of 350 malware events per week 

 Financial services firms bore the brunt of web app attacks from organized crime 
syndicates in the year of evaluation of the report 

 For attacks on financial services firms end-user devices were a factor in 82% of incidents 
and nearly a tenth of them involve some human element (phishing/ social) 

To read more, access the Data Breach report at http://www.verizonenterprise.com/DBIR/2015/  

 

PCI Security Standards Council (PCI SSC) published 

PCI Security Standards Council (PCI SSC) published PCI Data Security Standard (PCI DSS) Version 

3.1 and supporting guidance. The revision includes minor updates and clarifications, and 

addresses vulnerabilities within the Secure Sockets Layer (SSL) encryption protocol that can put 

payment data at risk. Available now on the PCI SSC website, version 3.1 is effective immediately. 

PCI DSS Version 3.0 will be retired on 30 June 2015 

https://www.pcisecuritystandards.org/pdfs/15_04_15%20PCI%20DSS%203%201%20Press%20R

elease.pdf  
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DSCI Updates  

 

Inauguration & Release of DSCI Cybercrime Investigation Training Material – Level 2  

New Delhi, April 7, 2015 

Inauguration and release of Cybercrime Training Material Level‐2 on April 7, 2015 was held 

at India Habitat Centre in New Delhi.  Shri G.K. Pillai, Chairman, DSCI and Former Home Secretary, 

Government of India released the publication at the event, ‘Meeting the Cybercrime Challenge 

through Capacity Building’. Created as a standardized curriculum to train police officers in a five day 

program through DSCI Cyber Labs, the training material focuses on latest developments in 

technological and legal aspects of cybercrime investigation and takes police officers through 

theoretical aspects including appreciation of cyber forensics tools and technologies, used for 

investigations.  

Read press release: 

https://www.dsci.in/sites/default/files/Press%20Release_Inauguration%20of%20CTM%20Level-

2V1.pdf 

 

9th Cybercrime Awareness Workshop for Law Enforcement Agencies 

Dehradun, March 24-25, 2015 

Held exclusively for officials from law enforcement, the ‘Cybercrime Awareness Workshops for LEAs’ 

arose from the need to supplement training programs for police officers, public prosecutors, judiciary, 

and adjudicating officers by building their capability in combating cybercrimes in states where cyber 

labs were not operational. State DGP Shri BS Sidhu, who inaugurated the workshop, said as per 

statistics number of cases related to cybercrimes is more than that of other traditional offences like 

theft, burglary and dacoity in the police stations. Police officers and police personnel were being given 

training to effectively crack cybercrime cases. 

Press Coverage: https://www.dsci.in/content/two-day-workshop-cybercrime-begins-dehradun 

 

FS-ISAC Cyber Security Summit 2015 

Bengaluru, 18 March, 2015 

Given the increasing global cyber risks faced by Indian financial services, rising demand for FS-ISAC 

membership from India, and domestic developments with respect to creation of similar forums in 

India, FS-ISAC (Financial Services Information Sharing and Analysis Center) collaborated with Goldman 

Sachs, DSCI (Knowledge Partner) to bring this prestigious global event to India, for the first time ever. 

Themed as “FS-ISAC cyber security India summit: Leveraging collective intelligence and analytics for 

enhancing cyber defence”, the summit provided a conducive platform for global thought leaders in 

cyber security to share new developments, issues, insights, solutions and best practices across various 

topics including security intelligence, insider threats, malware analysis, cyber espionage, etc.  
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DSCI Certified Privacy Professionals (DCPP©) Certification Program 

Launched in December 2014, DSCI Certified Privacy Professional (DCPP©) certification program 

empower students and working professionals with knowledge, and equip them with necessary skills 

to advance their career in privacy. A Privacy Body of Knowledge (PBoK) was also released which covers 

privacy concepts, update on current privacy landscape in India and in major economies, technology 

aspects that impact privacy and equip them with necessary knowledge and skills to step into the 

domain of privacy.  

The program is aimed to certify individuals working in industry and government- from lawyers, 

compliance officers, information security auditors and graduates and others who are willing to 

enhance their understanding and knowledge on privacy – as security or privacy professionals. 

 

For more details and to register please CLICK HERE  

 

Upcoming Events  
 

Microsoft Symposium  

April 17, 2015, Mumbai 

 

DSCI Certified Privacy Lead Assessor (DCPLA©) 

April 22-24, 2015, Bengaluru  

 

DSCI Pune Chapter CISO Roundtable  

May 6, 2015, Pune  

 

 

https://www.dsci.in/certifications/dcpp

